HHpekc



dHpneKc

TecTmpoBaHMe
pacnpeneneHHbIX CUCTeEM

AHAOpen CaTapuH



A distributed system is one in which
the failure of a computer you didn't
even know existed can render your
own computer unusable

Leslie Lamport




PacrnpeneneHHble CUCTeMbI B MUpe

- MongoDB

- Apache Cassandra

- Apache Hadoop/MapReduce
- Apache ZooKeeper

- Apache Kafka

- ElasticSearch



PacnpeneneHHble CUCTEMbI B AHOEKCE

YT — nnatdopma BbluMcneHnn B napagmnrme Map/Reduce
https://habrahabr.ru/company/vandex/blog/311104/

Yandex Query Language — OeknapaTUBHbIM A3bIK 3aMPOCOB K CUCTEME 0OpPaboTKM

NaHHbIX
https://habrahabr.ru/company/vandex/blog/312430/

Media Storage —pacnpeneneHHasad cuctemMa XpaHeHMs OaHHbIX
https://habrahabr.ru/company/vandex/blog/311806/

ClickHouse — oTkpbITag KONoOHOYHad pacnpeneneHHasa 6asa JaHHbIX
https://clickhouse.yandex/
https://habrahabr.ru/company/yandex/blog/303282/

[logpobHee TyT https://events.yandex.ru/events/meetings/15-oct-2016/



https://habrahabr.ru/company/yandex/blog/311104/
https://habrahabr.ru/company/yandex/blog/312430/
https://habrahabr.ru/company/yandex/blog/311806/
https://clickhouse.yandex/
https://habrahabr.ru/company/yandex/blog/303282/
https://events.yandex.ru/events/meetings/15-oct-2016/

3a4YeM HYXXHbI pacnpeneneHHble CUCTeMbI 2

[Tpom3BOONTENBHOCTb — MHOIO MalLWH MOTYT caenatb 6onbLle PadoThbl
B eAVHWNLY BPEMEHW, YEM OH3

OTKa30yCTOMYNBOCTb — COOM OOAHOM UM HECKOJTbKUX MaLLUNH He
0bA3aTeENBHO NPUBOAUT K OCTAaHOBKE CUCTEMDI




| [DOVM3BOONTENIBHOCTb

Sort benchmark (http://sortbenchmark.org/)
Mwuposoun pekopp 2016 roga:

- 512 MmaWwmH

- CopTmposka 100 TB gaHHbIX 3a 134 cekyHObl


http://sortbenchmark.org/

bonbLle He byay roBOPUTL NPO
NPON3BOONTENBHOCTb



OTKa30yCTONYMBOCTb

- BepodaTHOCTb cOOs OOHOrO y3/11a HM3Kasa (PKeneso HagexxHo)
- bonblie y3noB — 6osblUe COOEB KaXXAbIM AEHb

[Tormep: cbo ogHOM MaLLKHbI PAa3 B rof, B KnacTepe
500 MawmnH — BonbLle oaHOro cO60d B AeHb



OTKa30yCTONYMBOCTb: CETb

The Network is Reliable
http://queue.acm.org/detail.cfm?id=2655/36

«They found an average failure rate of 5.2 devices per day and 40.8 links

oer day, with a median time to repair of approximately five minutes
(and a maximum of one week)»

«Median incident duration of 2 hours and 45 minutes for the highest-

oriority tickets and a median duration of 4 hours and 18 minutes for all
tickets»

10


http://queue.acm.org/detail.cfm?id=2655736

OTKa30yCTONYNBOCTb: ONCKM

One Billion Drive Hours and Counting: Q1 2016 Hard Drive Stats

https://www.backblaze.com/blog/hard-drive-reliability-stats-g1-2016/
«The overall Annual Failure Rate of 1.84% is the lowest quarterly number

we've ever seen.»

L oud Sound Just Shut Down a Bank's Data Center for 10 Hours
http://www.techworm.net/2016/09/banks-data-center-shut-10-hours-loud-sound.html
«1he HDD cases started to vibrate, and the vibration was transmitted to

the read/write heads, causing them to go off the data tracks.»

11


https://www.backblaze.com/blog/hard-drive-reliability-stats-q1-2016/
http://www.techworm.net/2016/09/banks-data-center-shut-10-hours-loud-sound.html

OTKa30yCTONYMBOCTb: CUIbI MPUPOAbI

Google data center loses data following four lightning strikes
nttp://www.extremetech.com/computing/212586-google-data-center-loses-data-following-four-

Ightning-strikes

«However, four successive lightning strikes on the electrical systems of
its data center pushed the buffering and backups to their limits.»

12


http://www.extremetech.com/computing/212586-google-data-center-loses-data-following-four-lightning-strikes
http://www.extremetech.com/computing/212586-google-data-center-loses-data-following-four-lightning-strikes

mathiasverraes

g Mathias Verraes {x 2+ Follow

There are only two hard problems in distributed
systems: 2. Exactly-once delivery 1. Guaranteed
order of messages 2. Exactly-once delivery

RETWEETS LIKES

6,281 4,147

9:40 PM - 14 Aug 2015

23 6.3K

https://twitter.com/mathiasverraes/status/63.2260613599403520
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https://twitter.com/mathiasverraes/status/632260618599403520

PacnpeneneHHad
NepCUCTEHTHAs oYepenb



3a4eM HY)XHa ovepenb?

Cuncrtemsl

] [1] o

OAHHbIX
Oyepegb — M + N MHTerpaumm l l l
HeT ouepenn — M x N MHTerpaunn
M+N<<MxN l l l
Cncremsl
D noTpedunTenn
OAHHbIX



Ouepens

s =

First In First Out (FIFO)



| lepcrcTeHTHada oyepenb

md i K1 I ER N

Anunca Hob




PacrpegeneHHas NepCcncTeHTHas ovepenb

Tonumk

[apTrums O —} E
[TapTruma 1 _} Hnn

Tonuk + naptunumg == FIFO

18



Pacnpeﬂ,eneHHaﬂ NepPCnNCTERTHAA OYHepelb: 3dlTCh

Producer [ lpokcK [ lapTnums
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Pacnpeﬂ,eneHHaﬂ NepPCnNCTERTHAA OYHepelb: 3dlTCh

Producer [ lpoKkCKH [ lapTnumg
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Pacnpeﬂ,eneHHaﬂ NepPCnNCTERTHAA OYHepelb: 3dlTCh

Producer [ lpoKkCKH [ lapTnumg
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Pacnpeﬂ,eneHHaﬂ NepPCnNCTERTHAA OYHepelb: 3dlTCh

Producer [ lpoKkCKH [ lapTnumg

Fail D
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Pacnpeﬂ,eneHHaﬂ NepPCnNCTERTHAA OYHepelb: 3dlTCh

Producer [ lpoKkCKH [ lapTnumg

Fail D

(7| = ey
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Pacnpeﬂ,eneHHaﬂ NepPCnNCTERTHAA OYHepelb: 3dlTCh

Producer [ lpoKkCKH [ lapTnumg

Fail D

OK e
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CeMaHTUKKa pacnpeneneHHbix ovepenen

- At most once —MOXeM TepATb AaHHble, HeT aybnen (/dev/null)

- Exactly once — HeT noTepb, HeT aybnen (Halwa oyepenp)

- At least once — He TepseM gaHHble, BO3MOXHbI Ayonu (Apache Kafka)

20



Q; Dan Allen {¥ 2+ Follow
=~ mojavelinux

I'm beginning to believe that writing well-
designed tests actually requires more technical
skill than the code It tests.

18

RETWEETS LIKES Q 8CN )

168 161 e

4:56 AM - 9 Jul 2016

£} 168

https://twitter.com/mojavelinux/status/ /515958884 3529409
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https://twitter.com/mojavelinux/status/751595888435294209

| loaxodbl K TeCTUPOBAHUIO
(UTO yXKe coenaHo 0o Hac)



Netflix Chaos Monkey

[1aBHO pa3BmBaeTCcd koMmnaHmen Netflix

PaboTtaet Ha Amazon Web Services

3aI_IyCKaeTCFI B INMPOAYKTUBHOM OKPY>XEHINW

| DO HEee MHorve 3HatoT

http://techblog.netflix.com/2011/0//netflix-simian-army.html

http://techblog.netflix.com/2016/10/netflix-chaos-monkey-upgraded.html

28


http://techblog.netflix.com/2011/07/netflix-simian-army.html
http://techblog.netflix.com/2016/10/netflix-chaos-monkey-upgraded.html

Jepsen
nttp://jlepsen.io

Kingsbury, 2015



http://jepsen.io/




Hall Moaxoa K TeCTUPOBAHUIO



Hall noaxon

Producer Consumer

ndil

Safety Warden

Nemesis

32



Progucer

[ TMweT 3apaHee M3BEeCTHbIM MOTOK AaHHbIX
CobntogaeT NpOTOKON B3aMMOAENCTBUA C CUCTEMOMN

Cobntogaet single writer principle

33



Consumer

YnTaeT JaHHbIE M MPOBEPSET MX KOPPEKTHOCTH

CobntogaeT NpOTOKON B3aMMOAENCTBUA C CUCTEMOMN

HecKonbko NOTpeduTenem Ha ogHy napy ToNuK + NapTuLmA

34



Nemesis

Heme3naoa — B ApeBHerpeyeckom Mmdonornmm
OOrMH4A BO3ME3ONSA NPOTUB TEX, KTO
BbICOKOMEPEH nepen boramMmm

Y HaC — MHCTPYMEHT O/19 BHECEHUS
Da3HOODOPa3HbIX COOEB B cncTeMy (fault
injection)

Cooun MoryT bbITb BHeLWwHMe (black box)
N BHYTPEHHME (White box)

35



Safety Warden

[TpoBepsaeT, YTO HMYEro NIOXOro He MPOM30LWNO:

Ouepenb cobntogaeT BHELHWME MHBAPWMaHTbI M exactly once ceMaHTUKY
| [pouecc He magaeT B KOPKY

HeT out-of-memory omnboK

HeT KOUTUYHbBIX COOOLLEHNI B TOrax

36



balr 1 BbIBOObI



[ToTepsa oyonen

[ lpoKkCKH [ lapTnumg

[ lTamM4aTb:

wer [ To]5




[ToTepsa oyonen

Producer [ lpoKkCKH [ lapTnumg

[ lTamM4aTb:

v [J2L6]5




[ToTepsa oyonen

[ lpoKkCKH [ lapTnumg

[ lTamM4aTb:

wer [ To]5




[ToTepsa oyonen

Producer [ lpoKkCKH [ lapTnumg

Fail D

v GLTT




[ToTepsa oyonen

Producer [ lpoKkCKH [ lapTnumg

o 4—D
- | | —




[ToTepsa oyonen

Producer [ lpoKkCKH [ lapTnumg

Fail D
. e[ — |

e [e]5]]2




[ToTepsa oyonen

Producer [TpoKCK [TapTrnuma (mocne nepesanycka)

i 4= |

[ lamM4aTh:
OK h|:|h

o e [e]5[]2
X




[loTepsa oyonen: BbIBOAbI

Mbl HAYYMANCh HAXOOMTb AedEeKTbl KOHCUCTEHTHOCTM

[1aHHbIE 0OYKHbBI MOMACTb HAa AMCK — TOMbKO TOrAa 3anmchb NPOLLNA
YCMNELIHO

[loTeps LaHHbIX TPebyeT HEeCKONbKO CKOOPAMHUPOBAHHbIX COOEB
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| lepeynopaaoyrBaHMe OaHHbIX

Producer [ lpokCKH [ lapTnumg




| lepeynopaaoyrBaHMe OaHHbIX

Producer [ lpokCKH [ lapTnumg

OK
OK  fmmn

(2



| lepeynopaaoyrBaHMe OaHHbIX

Producer [ lpokCKH [ lapTnumg




| lepeynopaaoyrBaHMe OaHHbIX

Producer [ lpokCKH [ lapTnumg

ﬂ




| lepeynopaaoyrBaHMe OaHHbIX

Producer [ lpokCKH [ lapTnumg

B




| lepeynopaaoyrBaHMe OaHHbIX

Producer [ lpokCKH [ lapTnumg

OK
OK  fmmn

(%)



| lepeynopgaagovnBaHme JaHHbIX: BbIBOOb

[TpobnemMa B KITMEHTCKOM NMPOTOKONIE — OH HEOOCTATOYHO YXECTKNI
. «XOPOLNI» KNTMEHT, HUKOrAa HE MONy4YnT 3Ty Oary

Mbl TOMEHANM NPOTOKON — 000aBUAM YNOPAO0OYEHHbIV BHYTPW CECCUM
HOMEP 3aNncKn
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/ICTOPUA O MOTEPAHHOM JI0Te

|:| [ TapTnums
PacnpeneneHHoe

XPaHUNnLLe n @

J1lor TpaH3akumn



/ICTOPUA O MOTEPAHHOM JI0Te

|:| [ TapTnums
PacnpeneneHHoe

XPaHUNnLLe .n

J1lor TpaH3akumn



/ICTOPUA O MOTEPAHHOM JI0Te

[ lapTnumg
CTaTyC — 3anyckaeTcH
PacnpeneneHHoe

XPaHUNnLLe .n @

J1lor TpaH3akumn



/ICTOpUA O MOTEPAHHOM JTore: BbIBOAb!

ECTb KNnacc oepeKTos, KOTOPbIE MPOABJIIAKTCAH KdK MOTepPa AOCTYIMHOCTMU

. [ledeKkTbl LOCTYMHOCTU HEBO3MOYXHO ODHAPYXMTb Yepe3 HapyLLeHre
NHBAPWAHTOB

' ,D,OCTyI_I OCTb CCTEMbI — Bd>XXHAA XdPaKTEeEPUCTUKA OJ14 PeadJIbHbIX
CNCTEM

50



Safety u Liveness

Safety — HMYero Nnoxoro He NPONCXOONT
Liveness — B KOHLLE KOHLOB MPOM30MNAET YTO-TO XOPOLLEE

Bce cBOMCTBA CUCTEeMbl MOYHO Ol
CBOWCTB

Cd

57

b KK KOMOWHa

nto safety + liveness




| loyemMy CNOYKHO NPOoBEePATh Liveness

CBOWCTBO liveness nposaBngeTcsa TONbKO Ha OeCKOHEYHOM MCTOPUK
COBbITUIN B cUCTEME (B KOHLLE KOHLIOB MPOMN30MAET YTO-TO XOPOLLEE)

«Impossibility of Distributed Consensus with

Fisher, Lynch, Pate

http://the-paper-trail.org/

'son (1985) aka «FLP resu

One Faulty Process»
»

plog/a-brief-tour-of-flp-impossibility/

«FLP proves that any fault-tolerant algorithm solving consensus has
runs that never terminate»

http://www.cs.cornell.edu/coL

rses/CS5412/2016sp/slides/Xl1%20-

%20Consensus»20and% 20FLP.pdf
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http://the-paper-trail.org/blog/a-brief-tour-of-flp-impossibility/
http://www.cs.cornell.edu/courses/CS5412/2016sp/slides/XII%20-%20Consensus%20and%20FLP.pdf
http://www.cs.cornell.edu/courses/CS5412/2016sp/slides/XII%20-%20Consensus%20and%20FLP.pdf

KaK HaxoouThb liveness oedekTbl CUCTEMBbI?

KakmnMu liveness cBoMCcTBaMM OO/MKHa obnagaTtb cnctema?

KaK Ha NpakKTunKe onmcaTb CBOMUCTBA liveness angd Haweum ovepenn ?

KakMMKM cnocobamm MOXKHO OBHapPyXMTb HapyLUeHWe 3TUX CBONCTB?

59



Hall noaxon + Liveness \Warden

Producer Consumer

ndil

Safety Warden

Liveness Warden

Nemesis

L Iveness Warden




| Iveness \Waraen

CnoykHo npoBepdATb safety u liveness ogHOBpPeMeHHO

[ loaTOMY Mbl OCTaHaBNMBaeM Nemesis, Ha BpeM4d NPOBEepKU liveness

[TpoBepsdem noet nu nporpecc 3anvcen/yteHnn (Producer/Consumer)

Ecnn nporpecca HeT — liveness owmbka

o1



O 3anunwem kewe

|

KeLll NaHHbIX

Node




O 3anunwem kewe

Consumer
I

KeLll NaHHbIX

Node




O 3anmnwem Kelle: BbiIBOab!

[Tpw onpeneneHHbix COoIX Ha HOAE 3aNMnan KeLw M YTeHWd BCceraa
BO3BPALLANM OLWMNDOKY. 3aNUCK MPW STOM YCMELLHO NPOXOANIN

OnNTUMKM3aLNK NPON3BOANTENBHOCTM 3TO XOPOLLO, €C/TN OHU HE
APYLLUAOT rapaHTUM CUCTEMDI

HoOBbIVI KOMMOHEHT — HOBble Daru

BO3MOXXHa YaCTNYHasg NoTeps JOCTYMNHOCTU

04



3a0bIBYMBbI KOOPOMHATOP

-

KoopanHaTop [ lapTnums
[11 — 3anyLweHa CTaTyCc — 3anylLy




3a0bIBYMBbI KOOPOMHATOP

—_—

Producer

KoopanHaTop [ lapTnums (>—<\
[11 — 3anyLueHa CTaTyC — OCTaHOB/EHA3




3a0bIBYMBbI KOOPOMHATOP: BbIBOAb!

[Tpy onpeneneHHon KoMBbUHaUMM COOEB KOOPAMHATOP 3amnycKa
NapPTULMIA CYMNTAr, YTO NAPTULMA 3anyLLEHa, HO OHa Dblla OCTAaHOBEHA

. CNOYXHO OBOHapY>XMTb NpobnemMy, MOTOMY YTO Nepe3anyCck MapTULLUK
NI HOLObl YCTPAHAN «3aMMNaHMe

[naBHag npobnemMa — noaHag HegoCTYMHOCTb MaPTULLM

6/



3aKroyueHpe



O Computer Science {x 2+ Follow
CompScifFact

"For reliable systems, error handling iIs more
work than the happy path.” -- Dan Luu

RETWEETS LIKES 0 0 0 a & a1 S0
154 158 RIS Ch =

12:23 AM - 27 Oct 2016

¥ 158

https://twitter.com/CompScikFact/status//91389330420/6.2624
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https://twitter.com/CompSciFact/status/791389830420762624

BbIBOb

byab roTOB K COOSAM — OHW HEN3DEXHO BYOYT MPOUCXOONTD

13y4yan Teopunto — 3TO MOMOTaeT Ha NpakTuke
3HaM CBOW MHBaPWaHTbl — OHW OMMCbIBAOT CUCTEMY

[ loMHWM Npo liveness 1 0OCTYMHOCTb — 3TU CBOWNCTBA AeNatoT CUCTEMY
None3HOU
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KOHTaKTbI:

AHAOpen CaTapuH
BenyLULIMA NHXeHep Mo aBToMaTM3auUMM TeCTMPOBaH MY

@ asatarin(@yandex-team.ru

https://twitter.com/asatarin



https://twitter.com/asatarin
mailto:asatarin@yandex-team.ru

CCbINKU

Testing Distributed Systems
Nttps://asatarin.github.io/testing-distributed-systems

Simple Testing Can Prevent Most Critical Failures
tps://WWWwW.usenix.org/conference/osdi14/technical-sessions

=)

presentation/yuan

AHOEKC N3HYTPW: MHOPACTPYKTYPA XPaHEHWS M 0DPaDOTKM OaHHbIX
tps://events.vandex.ru/events/meetings/15-oct-2016

=1

[Tpe3eHTaunm Kyle Kingsbury
http://lepsen.io/talks.htm



https://asatarin.github.io/testing-distributed-systems/
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/yuan
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/yuan
https://events.yandex.ru/events/meetings/15-oct-2016/
http://jepsen.io/talks.html

