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KaK MPOBEPUTb CUCTEMY,
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https://twitter.com/asatarin

Bbl OTBEYaeTe 3a Uuptime
B BalLleM MpoeKTe?
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KaK He 3adakanmTb HaLL
CepBUC?



KaK He 3adaKanunTb HaLl CepBUC?

SNV N NS N

unctionality
MOLY/IbHbIE TECTbI S lety
DYHKLMOHaNbHbIE TECTHI el b|‘|ty
TeCTbl MPOM3BOANTENBHOCTU erformance
eLe HEMHOro TeCTOB Upp()rta bl‘lty

N eLle TecTbl
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CepBUC =Ko + KOHPUTIYypaLnS



CepBUC =Ko + KOHPUTYypaLmMS



Kak (He) yOuTb CepBUC
KOHOQUIrypaumnem?



| [pMep 1
OaoHoknaccHuMkM 2013



B 58,55
PEenTuHr

OAHOKNACCHUKU
JennmMmcsa akcnepTusoun

F@\\ privatelv 8 oktabps 2015 B 08:40

Tpu gHA, KOTOpPbIe noTpAcnu Hac B 2013

Bbicokas npon3BoauTenbHOCTb, Bnor komnaHum OQHOKIACCHUKM




Tpn aHa B OQHOKNACCHMKAX — Ha4vano

«OOHaX bl BEYEPOM CUCTEMA MOHUTOPUHIA 3adUKCMPOBASa
HE3HaYUMTENBHYIO NPObIeMy C OOHUM 13 cepBepoB. [1nga ee
VCTPAHEHUS HY>KHO Obl/10 MONPABUTDb WA6/10H KOHPUrypaLum.»
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Tpun gHa B OQHOKNACCHUKAX — KY/IbMUHALLNS

«HO gexxypHbI agMUHUCTPATOP NPaBun Gan WabnoHa B ApYrom
DelaKkTope, KOTOPbI MOMeCTUN 3TOT CUMBOJ B KOHeL, dauna»
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Tpun oHa9 B OaHOKNACCHMKaX — pPa3BA3Ka

«B OOHOKNACCHUKAX, KaK M BO MHOTUX OPYrMX NPOEKTax,
OVMIMEHSAETCA MHUMOEHT-MEeHeI)KMEHT. TO eCTb BCE HeLUTaTHbIE
CUTYaALMM QUKCUPYIOTCS M OEeNaTCa NO KAaTEroOpUsaM:

) Oar B HalleM koae,

) OWMOKUN KOHPUrypaumm,

"



[ lpnmep 2
Google Chubby



Paxos Made Live - An Engineering Perspective

Tushar Chandra

Robert Griesemer
Joshua Redstone

June 20, 2007

Abstract

We describe our experience in building a fault-tolerant data-base using the Paxos consensus algorithm.
Despite the existing literature in the field, building such a database proved to be non-trivial. We describe
selected algorithmic and engineering problems encountered, and the solutions we found for them. Our
measurements indicate that we have built a competitive system.

Introduction



Chubby — obbiyHag paboTa

«By their very nature, fault-tolerant systems try to mask problems>»

J [1ns KOHCeHCyCca HY>KHO OONbLWKMHCTBO — 3 M35 HOA
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Chubby — paboTa co cboamum

«By their very nature, fault-tolerant systems try to mask problems>»

J [1ns KOHCeHCyCca HY>KHO OONbLWKMHCTBO — 3 M35 HOA
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Chubby — owinbka B KOHPUTrypaLmnu

«\We once started a system with five replicas, but misspelled the
name of one of the replicas in the initial group»

J [1ns KOHCeHCyCca HY>KHO OONbLWKMHCTBO — 3 M35 HOA
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Chubby — owinbka B KoHPUTrypauum + coou

«\We once started a system with five replicas, but misspelled the
name of one of the replicas in the initial group»

== H£Z

x HeBO3MOYHO cobpaTh BOMLLIMHCTBO M3 5 HOA
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BbiBOA: OLLIMOKU KOHPUTYpaLnmn

) He moryT 6bITb HaMaeHbl MOAYNbHbIMW/DYHKLMOHANbHbIMW/W T.4.
TecTamMu

) MoryT oueHb AO0pPOro CToUTb

) MoryT ObITb He3aMeTHbI A,0JIroe BpeMa

) VIM yoenaoT Mano BHMMaHMA

24



Kop, vs KOHpUrypaums

Kon KOHQUIypaums
Java/C++/Python/etc Protobuf/XML/JSON/YAML/etc
CTPOrmm CMHTaKCKC CTPOrmm CUMHTaKCKC

CTporas ceMaHTuKa CeMaHTMKa He cneunodunumpoBaHa
PeBblo/TeCTbl/ewe TecTbl/u T.4. 277




“TO OenaTb?

— Mbl OYeHb BHMMaATESIbHO
MPOBEPUM KOHOUTYPALNIO!



KoHpurypaumsa «lpoekt K»

) XpaHutcsa B 18 protob

uf ®amnax

vanios — 400

Y Cneundunkaumsa 3Tmux ¢
CTPOK KO3

) MHOYXEeCTBO BHYTPEHHWX CBA3EN

) bonblwe Hoao — bonblue

KOHOUIypauma

Ho[ B KN1acTepe

CTpOK

KOHC

DUFYPALNY

700+

32 HOb

300 HoO
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“TO OenaTb?



Teopud



John Allspaw

.' @allspaw

Them: "l have to cope with Complex
Systems every day!”

Me: "Check out this research on this..."
Them: "ugh, hard PDF...bolil it down for me?"

7:04 PM - 23 Oct 2017

https://twitter.com/allspaw/status/9224940666.20/969.8
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https://twitter.com/allspaw/status/922494066620796928
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Early Detection of Configuration Errors
to Reduce Failure Damage

Tianyin Xu, Xinxin Jin, Peng Huang, and Yuanyuan Zhou, University of California,
San Diego; Shan Lu, University of Chicago; Long Jin, University of California, San Diego;
Shankar Pasupathy, NetApp, Inc.

https://www.usenix.org/conference/osdi16/technical-sessions/presentation/xu

This paper is included in the Proceedings of the

12th USENIX Symposium on Operating Systems Design

and Implementation (OSDI "16).
November 2-4, 2016 - Savannah, GA, USA

ISBN 978-1-931971-33-1
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Latent Errors

«Our study shows that many of today’'s mature, widely-used
software systems are subject to latent configuration errors
(referred to as LC errors) in their critically important
configurations—those related to the system’s reliability,
availability, and serviceability.»




Latent Errors => cepbe3Hble MHUUOEHTHI

«LC [latent configuration] errors contribute to 75% of the high-
severity issues and take much longer to diagnose, indicating their
high impact and damage.»
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HeT HUKaKMX NMPOBEPOK

«Finding 3:

Resulting from Findings 1 and 2, 4.7%— 38.6% of the studied

RAS [reliability availability serviceability] parameters do not have any

early checks and are thereby subject to LC [laten

' configuration]

errors which can cause severe impact on the sys
dependability.»

em’s
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HaM HY>XHbl MHCTPYMEHTbI!

«Such prevalence of LC [latent configuration] errors indicates the
need for tool support to systematically rule out the threats.»

«Another option to invoking the early checkersis to C
a standalone checking program comprised of the C
run it when the configuration file changes.»

‘eale

neckers, and

37/



Mopanb

«This paper advocates early detection of configuration errors
to minimize failure damage, especially in cloud and datacenter
systems.»

33



B TEOPUU PA3HULLBI
MeXXay Teopuel

A MPAKTUKOWM HET,
a Ha MNPaKTUKe eCTb

| loMnncbIBaeTCH pa3HbIM NI0OAM



| [paKTKKa



YTtOo penaTtb’

) Hy>XHbl TECTbl Ha KOHPUrypaLuuio npopakileHa

) Kak HanmcaTb Takme TecCTbl?
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TnnnyHble TecTbl B NpoaakLleHe

— Hafo npoBepnTb, YTO OaHKOBCKME NepeBoabl paboTatoT!

— Kak Tbl cebe 310 npencrtasngews? Otnpasunm 10 Munnmnapoos
M OKOEM 2

— 7277

OCHOBaAHO Ha pPeanbHbIX COOBITUAX

42



Mbl He DyneT 3anyCcKaTb
CUCTEMY



[Tonmep 3
TpmBManbHbIE MPOBEPKN



[TpoBepsaeM, YTO KOHPUTypPaLIMS 3arpy>kKaeTcs

apytest.mark.parametrize(

[ 'path_to_config' ],
all _production_config paths()

)

def test config is loadable(path_to_config):
config = load _config(path_to _config)
assert_that(config, not_(none()))
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[TpoBepsaeM, YTO KOHPUTypPaLIMS 3arpy>kKaeTcs

apytest.mark.parametrize(

[ "Truadth +A ~anfacs! ]
L | - wTWwRER R S -1 7

all_praduztion_config_paths()

)

def test config is loadable(path_to_config):
config = load _config(path_to _config)
assert_that(config, not_(none()))

46



CONFIG_FOLDER = ‘path/to/config/folder’
CONFIG_FILE_PATTERN = 'config.txt’

def all _production_config paths():

return map(
os.path.dirname,
list _all files for pattern(
CONFIG FOLDER,
CONFIG FILE PATTERN

47



[ lpocTag npoBepKka MHBAPUMAHTOB

apytest.mark.parametrize(
[ 'config'],
all production_configs()

)

def test unique _node_ids(config):
assert that(
config.Nodelds,
sequence_has_unique_elements()

43



| lpMep 4
«[1poeKT R» n nopTtbl



«[1poeKkT R» n nopThl

°rimary
host1:port

Secondary
host2:port2

v

KIMeHT

gle}Sy
gle}Sy

:port
' 2:00rt

—\
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«[1poeKkT R» n nopThl

°rimary
host1:port

Secondary
host2:port2

X

KIMeHT

gle}Sy
gle}Sy

:port
' 2:00rt

—\

57



«[1poeKkT R» n nopThl

°rimary
host1:port

Secondary
host.2:port2

X

KIMeHT

gle}Sy
gle}Sy

]:port
2 port

—\
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apytest.mark.parametrize(...)

def test ports _are valid(client, server pri, server_sec):
client _primary = client|['primary']['connection’']
client_secondary = client[ 'secondary']['connection’]

server_primary = server_pri[ ‘connection’]
server_secondary = server_sec| 'connection']

assert_that(client primary, equal_to(server primary))
assert_that(client _secondary, equal_to(server_ secondary))

53



Mopanb «l1poekT R»

) He Bce knmeHTbl CMOTPENM Ha NPaBWMbHbIN secondary

) [Npobnema H6bina He BUAHA [0 C

DAKTMYECKOro 0TKasa primary

) TMounck npobnembl B NpoaaKLLHE Ype3BblMaiHO Aopor

Y Tec

bl HA KOHC

KITMEHTOB

DUTYPALLMIO Nerko MacLu

abUpPVyIo

CHA Hd HOBbIX

54



[ [pmep 5
«l lpoekT K»
1 OTKA30YCTOMYMBOCTL



«[1poeKT K» — 0TKa3zoyCToONYMBOCTb

Ka)kgaa Homa B OTAEbHOM CTOMKE /

= E =

Ctomka 1 CTtomka 2 CTtomka 3
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«[1poeKT K» — 0TKa3zoyCToONYMBOCTb

OTkKa3ana CcTowka — noneT HOPMalbHbIN /

Z B E

Ctomka 1 CTtomka 2 CTtomka 3

5/



«[1poeKT K» — 0TKa3zoyCToONYMBOCTb

Owmbka KOHPUTYpPaLUnmM — OBE HOAbl B OAHOW CTOMNKE J

= E =

CTtomka 1 CTovka 3
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«[1poeKT K» — 0TKa3zoyCToONYMBOCTb

OTKa3ana CTOMKa — YacCTb CUCTEMbI CTaNa HEOOCTYMHOM x

Z 2 E

CTtomka 1 CTovka 3
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apytest.mark.parametrize(...)

def test _every node_is_in_a_separate_rack(config):
hostname to rack id = {
hostname: get rack _id(h)

for h i1n config.hostnames

}

rack ids = hostname to rack id.values()
assert _that(rack ids, sequence_has _unique_elements())

60



apytest.mark.parametrize(...)
def test _every node_ is in_a_separate_rack(config):

hostname: get rack 1d(h)
for h 1n contig.nostnames

}

rack ids = hostname to rack id.values()
assert _that(rack ids, sequence_has _unique_elements())

6l



[ 0e y3HaTb KaK HOAbl B CTONKAX CTOAT?

Kak HanncaTtb meto get_rack_id()”

) PasmeTtuTb pykaMu — nogxoguT, ecnm Hod Mano (< 10)

) MNonyun
eCTb)

b MHC

DOPMaLUNIO N3 BHELWHEW CUC

eMbl (eCI OHa Y BaC



Mopanb «l1poekT K»

) CnucTemMa He 3HaeT NPOo PaCNONOXeHMe CePBEPOB B CTOMKAX
) HO Mbl TO 3HaeM, Kak cepBepa PaCNONOXEHbI B CTOMKAX

) «BHewHme» NpoBepKM Ha OCHOBE 3TOrO 3HAHWS NerKko HaLIw
npo6nemy

) TakoM TecCT Nerko MmacltTabupyercs Ha HOBbIE MHCTaNIaUmMn

63



BbIBOb



BbiB

) KOHC

obl

) KOHC

Y Tec

DUFYPALMA 3TO KaK KO, TOJIbKO XY)Ke

UMY PALNIO MOXHO 1 HY)KHO TeCTUPOBAaTb

DUTYPALMIO Nerko MacluTabunpyroTca Ha MHOXeC

bl HA KOHC

NHCTaNNaumMn/KNMeHToB/m 1.4,

Y TecT

bl HA KOHC

NMNOJib3bl

DNTYPALUNKO TTOOCTO HAlTMCATb U NMOJ1IYH4HNTb MHOTIO

BO

65



HaMLWW CBOU NepBbIn
TeCT Ha KOHOUTypauuto,
username(@



AHAOpen CaTapuH
BenyLULIMA NHXeHep Mo aBToMaTM3auUMM TeCTMPOBaH MY

@ asatarin(@yandex-team.ru

sy| https://twitter.com/asatarin



https://twitter.com/asatarin
mailto:asatarin@yandex-team.ru

CcbINKu

Y Tow OHA, KOTOpble NoOTPACAM Hac B 2013
) «Paxos Made Live — An Engineering Perspective»
) «Early detection of configuration errors to reduce failure damage»

) Gixy — open source oT AHOeKCa, KOTOPbIN caenae
KOHOUTIVPUpoBaHme Nainx 6e3onacHbIM
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https://habrahabr.ru/company/odnoklassniki/blog/268413/
https://blog.acolyer.org/2015/03/05/paxos-made-live/
https://blog.acolyer.org/2016/11/29/early-detection-of-configuration-errors-to-reduce-failure-damage/
https://habrahabr.ru/company/yandex/blog/327590/
https://habrahabr.ru/company/yandex/blog/327590/

