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O yeM 9 ceroaHsa pacCcKaxy

- EqualsVerifier

- 3a4eM OH HYXXeH

- KaK OH MOXeT BaM NMOMOYb
- ErrorProne

- Y10 37O

- Kakune npobnembl peLwiaeTr



3a4yeM BCe 3TO HYXXHO?

ECTb Kydya HU3KOYPOBHEBbIX OWLINOOK, KOTOPbIE C/IOXHO HAUTU
+ DTU OWNOKM MOTYT OYE€Hb CUJILHO BAUATb HA BUAUMOE NOoBeaeHmne

. Tak e 3Tn ownbKn NpuBOAAT K 0blemMy “rHMeHmni0” Koaa



alest
public void setSizeIsTwo() f{
final Set<Value> set = new HashSet<():

final Value a = new Value(0, 0):

final ChildValue b new ChildValue(0, 0, -29791);
set.add(a);

set.add(b);
assertEquals(2, set.size());



alest
public void setSizeIsTwo() f{
final Set<Value> set = new HashSet<():

final Value a = new Value(0, 0):

final ChildValue b new ChildValue(0, 0, -29791);
set.add(a);

set.add(b);
assertEquals(2, set.size());



alest
public void setSizeIsTwo() f{
final Set<Value> set = new HashSet<():

final Value a = new Value(0, 0):

final ChildValue b new ChildValue(0, 0, -29791);
set.add(b):

set.add(a);

assertEquals(2, set.size());



“4aCTh |
EqualsVeritier



Object :: equals

public boolean equals(Object obj) {
return (this = obj);

)



final Object a = new Object();
final Object b = new Object();

assertTrue(a = a);
assertTrue(a.equals(a));

assertFalse(a = b):
assertFalse(a.equals(b));



Integer :: equals

public boolean equals(Object obj) {
if (obj instanceof Integer) {
return value = ((Integer)obj).intValue();

}

return false;
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final Integer x = new Integer(43534);
final Integer vy = new Integer(43534);

assertTrue(x = x):
assertTrue(x.equals(x));

assertFalse(x = vy);
assertTrue(x.equals(y));
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final Integer x = new Integer(43534);
final Integer vy = new Integer(43534);

assertTrue(x = x):
assertTrue(x.equals(x));

assertFalse(x = y):
assertTrue(x.equals(y));
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MHorpa B HaweMm Koae NpUXoAUTCA peann30oBbiBaTh equals()

[ Ae eCTb peann3auung, TaM HYXHbl U TeCTbl
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KTO NOMHUT TpM CBOUCTBA, KOTOPbIM
N,0/1KHA YAOBNETBOPATbL KOPPEKTHAS
peanusauuns equals()?






Tp# YeTbipe cBOUCTBA

- Pedpnekcuns (retlexive)
.- CnmmMmeTpusa (symmetric)
+ TPaH3UTUBHOCTH (transitive)

+ KOHCUCTEHTHOCTb (consistent)
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Pepnekcunsa

Ang noboro a, Bceraa BepHo a.equals(a)

o¥
|
o¥



CnummeTpuns

Ecnu BepHo a.equals(b)
— Torpa BepHo b.equals(a)

a = b = b



T PAaH3UTUBHOCTD

Ecnu BepHo a.equals(b) nb.equals(c)
— Torpa BepHo a.equals(c)

—> a = C



KOHCUNCTEeHTHOCTb

Ecnun a.equals(b) cenuac
— Torpa a.equals(b) B byayuiem

a = b = a = b



"A common source of bugs Is the failure to override the
hashCode method. You must override hashCode in every class
that overrides equals. ”

Josh Bloch, Effective Java
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equals() + hashCode()

[To3TOMY pganblue 5 roBopk Npo oba meToaa
- Object::equals

- Object::hashCode



[ lpuMmep Knacca

public class ParsedURL {

private
private
private
private
private

final Protocol protocol;

final String hostname;

final 1int port;

final String path;

final Map<String, String> parameters;
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KaK BCe 3TO TeCTUpoBaThb?



BapnaHT 1

HMKaK He TeCTUpPOBATb:
. [1pocTO 1N BLICTPO

- He HagexHo
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BapUaHT Z

O4yeHb MNPOCTble TECTHhl:
- OTHOCUTEILHO MPOCTO U bbLICTPO

BCe elle He HaAAeXHO
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[ lpuMepbl “NPOCTbIX” TeCTOB

1 HAa paBeHCTBO ABYX He NAEHTUYHBIX OObEKTOB
- 5 Ha HepaBeHCTBO ABYX pa3HbIX OOBLEKTOB

1 Ha pednekcnio obbeKkTa C caMnm cobou

1 Ha CMMMeTPUIo ABYX PaBHbIX OOBEKTOB

1 HA KOHCUCTEHTHOCTb (KaK 3TO NpoBepuTh BoobLEe)?
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~ 7]

"TlpocTon” TecCT

alest
public void testSimple() {
final ParsedURL ul = new ParsedURL(:)):

final ParsedURL u2 = new ParsedURL(:D);
assertNotEquals(ul, u2);
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[Tonyynnocb npnumepHo 10 TeCTOB

+ JIOCTATOYHO NN 3TOrQ?
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TaKNX TeCTOB HeaAOCTATOUYHO

- YTO C KNnaccaMmn-nOoTOMKaMUM N KnaccaMmun-npeaKkamm?
- Y10 Cc double/float nonamn?
- YT10 C nullable nonamn?

- Y10 OypeT npun uaMeHeHnn Knacca?
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TaKNX TeCTOB HeaAOCTATOUYHO

- YTO C KNnaccaMmn-nOoTOMKaMM U KnaccaMmu-npeaKkamm?
+ YT10 C double/float nonamn?

- Y10 C nullable nonamn?

- Y10 ByaeT npn namMeHeHMn Knacca?

- Mbl 3ab6b111 npo Object::hashCode

31



BapunaHT 3

TecTtbl ¢ EqualsVerifier:
. [1pocTo 1 6LICTPO

- OYyeHb HageXHOo
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[TpuMep TecTa ¢ EqualsVeritier

alest

public void testEqualsContract() f{
EqualsVerifier

.forClass(Value.class)
.verify();




OauvH (1) TecT ¢ EqualsVeritier paet 100% nokpbiTME MO CTPOKaM KoAa

Ecnun 310 He Tak — EqualsVerifier BbigacT owmnbky
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[ lpumep 1
Xopowunn equals npn nnoxom knacce



public final class Value {
private int x;
private int y;
public Value(int x, int y) {
this.x = x;

this.y = y;
}
a0verride
public boolean equals(Object o) {
if (this = o) return true;
if (!(o instanceof Value)) return false;
Value value = (Value) o;
} return x = value.x &8& y = value.y;
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java.lang.AssertionError:
Mutability: equals depends on mutable field x.
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YemM 3TO onacHO?

alest
public void testValueStaysInSet() {
final Set<Value> set = new HashSet<();

final Value a = new Value(123, 789):
set.add(a);
assertTrue(set.contains(a));
a.setX(0);
assertFalse(set.contains(a));
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KaK NMOYUHUTDL?

1. TTOYMHUTbL KOL

2. Paccka3aTb TeCTaM, YTO TaK U HAAO
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public final class Value {
private final int x;
private final int vy;
public Value(int x, int y) {
this.x = x;

this.y = y;
}
a0verride
public boolean equals(Object o) {
if (this = o) return true;
if (!(o instanceof Value)) return false;
Value value = (Value) o;
} return x = value.x &8& y = value.y;

40



2. PaccKka3aTb TeCTaM, YTO TaK U Ha40

alest

public void testLooseEqualsContract() {
EqualsVerifier

.forClass(Value.class)

.suppress(Warning.NONFINAL_FIELDS)
.verify();



[lpnmep 2
CblH 3a OTLA B OTBeTe



public class ChildValue extends Value {
private int z;
public ChildValue(int x, int y, int z) {
super(x, V);
this.z = z;

}

a0verride
public boolean equals(Object o) {
if (this = o) return true;
if (!'(o instanceof ChildValue))
return false;

if (!super.equals(o)) return false;
ChildValue that = (ChildValue) o;

return z = that.z;
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jJava.lang.AssertionError: Symmetry:
ChildValue{z=1, x=1, y=1}

does not equal superclass 1nstance
Valueix=1, y=1}
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jJava.lang.AssertionError: Symmetry:
ChildValue{z=1, x=1, y=1;

does not equal superclass 1nstance
Valueix=1, y=1}
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TecT, kOoTOpbLIN NpoBen EqualsVeritier

final Value a = new Value(1l, 1);
final ChildValue b = new Childvalue(1, 1, 1);

assertTrue("a, b", a.equals(b));
assertFalse("b, a", b.equals(a));



YemM 3TO onacHO?

alest
public void setSizeIsTwo() {
final Set<Value> set = new HashSet<();

final Value a = new Value(0, 0):

final Childvalue b = new Childvalue(0, 0, -29791);
set.add(a);

set.add(b);
assertEquals(2, set.size());
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YemM 3TO onacHO?

alest
public void setSizeIsTwo() {
final Set<Value> set = new HashSet<();

final Value a = new Value(0, 0):

final Childvalue b = new Childvalue(0, 0, -29791);
set.add(b);

set.add(a);

assertEquals(1, set.size());
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KaK YUHUTb AaCUMMEeTPUIo?

public boolean canEqual(Object other) {

}

https://www.artima.com/lejava/articles/equality.html
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https://www.artima.com/lejava/articles/equality.html

TnununyHas ownbka — peanmnsyem
equals() cneyuanbHO A1 TECTOB



Peanunisyem equals() Ang TeCcToB

- O4yeHb XOTUM BOT TaK NMcaThb
assertEquals(expected, actual);

- JTO nioxon equals():
. He HeceT CMbIC/1, BaXHbIU A1 4OMEeHHON 0b1acTu

- bypeTt He3aMeTHO ucnonbv3oBaH B [1PO/1 kKoae
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BOT TaK XOpoLwo

assertTrue(
EqualsBuilder.reflectionEquals(
expected, actual
)

) ;
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A BOT TaK y4ylue

assertThat(
actual,
Matchers.reflectionEquals(expected)

) ;
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TnnnyHble BO3paKeHunA



TnnnyHble BO3paXeHun4

- A ncnonb3yto EqualsBuilder n HashCodeBuilder

- A ncnonbv3yro KoagoreHepauuto n3 IDEA
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YacTtb npobnem ocTaeTcs

[Tpobnembl ¢ MyTabesnbHbIMM NONAMM OCTAIOTCSH
[TpobnemMbl ¢ Hachea4HNKAMM OCTaIOTCH
Bo3MOXHble ownbku npu aobasieHnn nonen ocTaroTCs

BO3MOXHO oWwNOOK HET cernyac, HO OHU MOryT NOSABUTCA B byayLiem
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ANbTepPHATUBHbIE pelleHNs

- Google Auto Value

- @EqualsAndHashCode 13 Lombok

.- JloXaaTbCA NoABNeHuns value kKnaccoB B Java
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EqualsVeritier BbIBOAbI

100% nokpbITUE OAHON CTPOYKOU KOAa

He Ha[a0 NMcaTb HOBbIE TECTbl NPU U3MEHEeHUN Kaacca
(Moutn) He Hap0 NOMHUTL AeTann KOHTPaKTa equals()

Bce 3TO rapaHTUpPyeTCsa He TO/IbKO CeroAHsA, HO U B byayLiem

becnnaTHO Kak “6ecnnaTtHoe NmMBo”
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OT/IMYHO, €eCTb OTHOCUTENILHO NMPOCTON CNOCOD NCKATb OLWNOKM B OYEHb
HebOIbLLOW YAaCTU KOoAa.

A X04YyeTca o4yeHb NPOCTON CMOCOD NCKaTb OWNOKM NO BCEMY KOAY.

59



YacTb |
ErrorProne



CTaTnyeckune aHanmn3aTopbl

- FindBugs
- SonarQube

- PMD



ErrorProne — KOMNUAATOP Ha
crepounaax



Kak paboTtaeT ErrorProne

KoMnunaTop
(Javac)

— Knacc pannpl - =—————

MCXOOHbIN bant Koz,
KOZ, B jar'aX



Kak paboTtaeT ErrorProne

KoMnunaTop
(Javac)

— Knacc dpannsl

NCcXOOHbIN

Ko/,
KoMnunatop

(javac + ErrorProne)

Knacc pannsl
ﬁ

(ewe pa3s)

—_—

banT koA,
B jar'axX
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VIHTerpauus

- Intellid IDEA
- Ant
- Maven

- Qradle

.- Bazel



‘Using Error Prone to augment the compiler’s type analysis, you
can catch more mistakes before they cost you time, or end up
as bugs Iin production.

We use Error Prone in Google’s Java build system
to eliminate classes of serious bugs from entering our code,
and we’'ve open-sourced It, so you can too!”

http://errorprone.into/
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http://errorprone.info/

‘Using Error Prone to augment the compiler’s type analysis, you
can catch more mistakes before they cost you time, or end up
as bugs Iin production.

We use Error Prone in Google’s Java build system
to eliminate classes of serious bugs from entering our code,
and we’'ve open-sourced It, so you can too!”

http://errorprone.into/
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http://errorprone.info/

"Definitely embarrassing. | guess I'm back to liking Error Prone
even though it sometimes annoys me :-)”

Doug Lea
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YpoBeHb
[ToaKNKUYNT, NMOYNHUN N 3a0bIN



AndroidInjectionBeforeSuper InvalidPatternSyntax
AndroidInjection.inject() should always be invoked before calling super.lifecycleMethod() Invalid syntax used for a regular expression

InvalidTimeZonelD

ArrayEquals Invalid time zone identifier. TimeZone.getTimeZone(String) will silently return GMT instead of the time zone you intended.

Reference equality used to compare arrays
IsinstanceOfClass

ArrayFilllncompatibleType The argument to Class#isinstance(Object) should not be a Class
Arrays fill[Object[], Object) called with incompatible types. IsLoggableTagLength
Log tag too long, cannot exceed 23 characters.
ArrayHashCode
hashcode method on array does not hash array contents JUnit3TestNotRun
Test method will not be run; please correct method signature (Should be public, non-static, and method name should begin with "test").
ArrayToString ) ) ) JUnit4ClassAnnotationNonStatic
Calling toString on an array does not provide useful information This method should be static
ArraysAsListPrimitiveArray JUnit4SetUpNotRun » _
Arrays.asList does not autobox primitive arrays, as one might expect. setUp() method will not be run; please add JUnit's @Before annotation
JUnit4TearDownNotRun
AsyncCallableReturnsNull ) tearDown() method will not be run; please add JUnit's @After annotation
AsyncCallable should not return a null Future, only a Future whose result is null.
JUnit4TestNotRun
AsyncFunctionReturnsNull This looks like a test method but is not run; please add @Test and @Ignore, or, if this is a helper method, reduce its visibility.
AsyncFunction should not return a null Future, only a Future whose result is null. JUnitAssertSameCheck

An object is tested for reference equality to itself using JUnit library.
J InjectOnAbstractMethod

AutoValueConstructorOrderChecker

Arguments to AutoVal nstructor are in the wrong order N

guments to Autovalue constructor are e wrong ordel Abstract and default methods are not injectable with javax.inject.Inject

Ba_dShiftAmount ) LiteByteStringUtf8

Shift by an amount that is out of range This pattern will silently corrupt certain byte sequences from the serialized protocol message. Use ByteString or byte[] directly

LoopConditionChecker

BundleDeserializationCast Loop condition is never modified in loop body.

Object serialized in Bundle may have been flattened to base type.
. MislabeledAndroidString
ChainingConstructorlgnoresParameter Certain resources in android.R.string have names that do not match their content

The called constructor accepts a parameter with the same name and type as one of its caller's parameters, but its caller doesn't pass that parameter to it. It's likely that it was intended to. MissingSuperCall

CheckReturnValue Overriding method is missing a call to overridden super method

Ignored return value of method that is annotated with @CheckReturnValue MisusedWeekYear
Use of "YYYY" (week year) in a date pattern without "ww" (week in year). You probably meant to use "yyyy" (year) instead.

MockitoCast
A bug in Mockito will cause this test to fail at runtime with a ClassCastException

CollectionincompatibleType
Incompatible type as argument to Object-accepting Java collections method

ComparableType MockitoUsage )
Implementing '‘Comparable<T>' where T is not compatible with the implementing class. Missing method call for verify(mock) here

ModifyingCollectionWithltself

ComparisonOutOfRange Using a collection function with itself as the argument.

Comparison to value that is out of range for the compared type
MoreThanOnelnjectableConstructor

CompatibleWithAnnotationMisuse This class has more than one @Inject-annotated constructor. Please remove the @Inject annotation from all but one of them.
@CompatibleWith's value is not a type argument. MustBeClosedChecker

P The result of this method must be closed.
CompileTimeConstant

Non-compile-time constant expression passed to parameter with @ CompileTimeConstant type annotation. NCopiesOfChar o ! o

The first argument to nCopies is the number of copies, and the second is the item to copy
Comp!e;(BooqunCQnstant ) NonCanonicalStaticimport
Non-trivial compile time constant boolean expressions shouldn't be used. Static import of type uses non-canonical name
ConditionalExpressionNumericPromotion NonFinalCompileTimeConstant

A conditional expression with numeric operands of differing types will perform binary numeric promotion of the operands; when these operands are of reference types, the expression's result may not be of the expected type. @CompileTimeConstant parameters should be final or effectively final

NonRuntimeAnnotation
ConstantOverflow Calling getAnnotation on an annotation that is not retained at runtime.

Compile-time constant expression overflows NullTernary

DaggerProvidesNull This conditional expression may evaluate to null, which will result in an NPE when the result is unboxed.

Dagger @Provides methods may not return null unless annotated with @Nullable OptionalEquality
Comparison using reference equality instead of value equality
DeadException

i lappi lifierA Annotati
Exception created but not thrown OverlappingQualifierAndScopeAnnotation

Annotations cannot be both Scope annotations and Qualifier annotations: this causes confusion when trying to use them.

DeadThread OverridesJavaxinjectableMethod

Thread created but not started This method is not annotated with @Inject, but it overrides a method that is annotated with @javax.inject.Inject. The method will not be Injected.
Packagelnfo

Declaring types inside package-info.java files is very bad form

PreconditionsCheckNotNull
EqualsNaN Literal passed as first argument to Preconditions.checkNotNull() can never be null
== NaN always returns false; use the isNaN methods instead

DoNotCall
This method should not be called.

PreconditionsCheckNotNullPrimitive
First argument to Preconditions.checkNotNull() is a primitive rather than an object reference
EqualsReference

== must be used in equals method to check equality to itself or an infinite loop will occur. PredicatelncompatibleType _ _ )
Using ::equals as an incompatible Predicate; the predicate will always return false

ForOverride PrivateSecurityContractProtoAccess

Method annotated @ForOverride must be protected or package-private and only invoked from declaring class, or from an override of the method Access to a private protocol buffer field is forbidden. This protocol buffer carries a security contract, and can only be created using an approved library. Direct access to the fields is forbidden.
FormatString ProtoFieldNullComparison
Invalid printf-style format string Protobuf fields cannot be null
. . ProtocolBufferOrdinal
FormatStringAnnotation To get the tag number of a protocol buffer enum, use getNumber() instead.

Invalid format string passed to formatting method. ProvidesMethodOutsideOfModule

FunctionallnterfaceMethodChanged @Provides methods need to be declared in a Module to have any effect.

Casting a lambda to this @Functionallnterface can cause a behavior change from casting to a functional superinterface, which is surprising to users. Prefer decorator methods to this surprising behavior. RandomCast
Casting a random number in the range [0.0, 1.0) to an integer or long always results in 0.
FuturesGetCheckedlllegalExceptionType

Futures.getChecked requires a checked exception type with a standard constructor. RandomModinteger

Use Random.nextInt(int). Random.nextInt() % n can have negative results

GetClassOnAnnotation RectintersectReturnValuelgnored
Calling getClass() on an annotation may return a proxy class Return value of android.graphics.Rect.intersect() must be checked
RestrictedApiChecker

GetClassOnClass - ) )
Calling getClass() on an object of type Class returns the Class object for java.lang.Class; you probably meant to operate on the object directly Check for non-whitelisted callers to RestrictedApiChecker.
ReturnValuelgnored

GuardedBy Return value of this method must be used

Checks for unguarded accesses to fields and methods with @ GuardedBy annotations SelfAssignment

. . . . Variable assigned to itself
GuiceAssistedInjectScoping 9

Scope annotation on implementation class of AssistedInject factory is not allowed SelfComparison
An object is compared to itself

GuiceAssistedParameters

SelfEqual
A constructor cannot have two @Assisted parameters of the same type unless they are disambiguated with named @Assisted annotations. C e

Testing an object for equality with itself will always be true.

GuicelnjectOnFinalField ShlouIdHaveEvenArgs .
Although Guice allows injecting final fields, doing so is disallowed because the injected value may not be visible to other threads. This method must be called with an even number of arguments.
- SizeGreaterThanOrEqualsZero
HashtableContains Comparison of a size >= 0 is always true, did you intend to check for non-emptiness?

contains() is a legacy method that is equivalent to containsValue() st ToStri
reamToString

IdentityBinaryExpression Calling toString on a Stream does not provide useful information

A binary expression where both operands are the same is usually incorrect. StringBuilderInitWithChar
StringBuilder does not have a char constructor; this invokes the int constructor.

Immutable s WarningsD ted

Type declaration annotated with @ mmutable is not immutable uppressWarningsDeprecate ; o
Suppressing "deprecated" is probably a typo for "deprecation

ImmutableModification ThrowlfUncheckedKnownChecked

Modifying an immutable collection is guaranteed to throw an exception and leave the collection unmodified throwlfUnchecked(knownCheckedException) is a no-op.
ThrowNull

IncompatlbIeArgumentTypg . . . Throwing 'null always results in a NullPointerException being thrown.
Passing argument to a generic method with an incompatible type.

TruthSelfEquals
IndexOfChar isEqualTo should not be used to test an object for equality with itself; the assertion will never fail.

The first argument to indexOf is a Unicode code point, and the second is the index to start the search from TryFailThrowable

InexactVarargsConditional Catching Throwable/Error masks failures from fail() or assert*() in the try block

Conditional expression in varargs call contains array and non-array arguments TypeParameterQualifier
Type parameter used as type qualifier

InfiniteRecursion UnnecessaryTypeArgument

This method always recurses, and will cause a StackOverflowError Non-generic methods should not be invoked with type arguments
InjectMoreThanOneScopeAnnotationOnClass UnusedAnonymousClass
A class can be annotated with at most one scope annotation. Instance created but never used

UnusedCollectionModifiedInPlace
Collection is modified in place, but the result is not used
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http://errorprone.info/bugpattern/PredicateIncompatibleType
http://errorprone.info/bugpattern/PrivateSecurityContractProtoAccess
http://errorprone.info/bugpattern/ProtoFieldNullComparison
http://errorprone.info/bugpattern/ProtocolBufferOrdinal
http://errorprone.info/bugpattern/ProvidesMethodOutsideOfModule
http://errorprone.info/bugpattern/RandomCast
http://errorprone.info/bugpattern/RandomModInteger
http://errorprone.info/bugpattern/RectIntersectReturnValueIgnored
http://errorprone.info/bugpattern/RestrictedApiChecker
http://errorprone.info/bugpattern/ReturnValueIgnored
http://errorprone.info/bugpattern/SelfAssignment
http://errorprone.info/bugpattern/SelfComparison
http://errorprone.info/bugpattern/SelfEquals
http://errorprone.info/bugpattern/ShouldHaveEvenArgs
http://errorprone.info/bugpattern/SizeGreaterThanOrEqualsZero
http://errorprone.info/bugpattern/StreamToString
http://errorprone.info/bugpattern/StringBuilderInitWithChar
http://errorprone.info/bugpattern/SuppressWarningsDeprecated
http://errorprone.info/bugpattern/ThrowIfUncheckedKnownChecked
http://errorprone.info/bugpattern/ThrowNull
http://errorprone.info/bugpattern/TruthSelfEquals
http://errorprone.info/bugpattern/TryFailThrowable
http://errorprone.info/bugpattern/TypeParameterQualifier
http://errorprone.info/bugpattern/UnnecessaryTypeArgument
http://errorprone.info/bugpattern/UnusedAnonymousClass
http://errorprone.info/bugpattern/UnusedCollectionModifiedInPlace

AndroidlnjectionBeforeSuper
AndroidInjection.inject() should always be invoked before calling super.lifecycleMethod()

ArrayEquals
Reference equality used to compare arrays

ArrayFillincompatibleType
Arrays.fill(Object[], Object) called with incompatible types.

ArrayHashCode
hashcode method on array does not hash array contents

ArrayToString
Calling toString on an array does not provide useful information

ArraysAsListPrimitiveArray
Arrays.asList does not autobox primitive arrays, as one might expect.

AsyncCallableReturnsNull
AsyncCallable should not return a null Future, only a Future whose result is null.

AsyncFunctionReturnsNull
AsyncFunction should not return a null Future, only a Future whose result is null.

AutoValueConstructorOrderChecker
Arguments to AutoValue constructor are in the wrong order

BadShiftAmount
Shift by an amount that is out of range

BundleDeserializationCast
Object serialized in Bundle may have been flattened to base type.

ChainingConstructorlgnoresParameter
The called constructor accepts a parameter with the same name and type as one of its caller's parameters, but its caller doesn't pass that parameter to it. It's likely that it was intended to.

CheckReturnValue
Ignored return value of method that is annotated with @CheckReturnValue

CollectionincompatibleType
Incompatible type as argument to Object-accepting Java collections method

ComparableType
Implementing 'Comparable<T>' where T is not compatible with the implementing class.

ComparisonOutOfRange
Comparison to value that is out of range for the compared type

CompatibleWithAnnotationMisuse
@CompatibleWith's value is not a type argument.

CompileTimeConstant
Non-compile-time constant expression passed to parameter with @ CompileTimeConstant type annotation.

ComplexBooleanConstant
Non-trivial compile time constant boolean expressions shouldn't be used.

ConditionalExpressionNumericPromotion
A conditional expression with numeric operands of differing types will perform binary numeric promotion of the operands; when these operands are of reference types, the expression's result may not be of the expected type.

ConstantOverflow
Compile-time constant expression overflows

DaggerProvidesNull

Dagger @Provides methods may not return null unless annotated with @Nullable

DeadException

Exception created but not thrown

DeadThread

Thread created but not started

DoNotCall

This method should not be called.

EqualsNaN

== NaN always returns false; use the isNaN methods instead

EqualsReference

== must be used in equals method to check equality to itself or an infinite loop will occur.
ForOverride

Method annotated @ForOverride must be protected or package-private and only invoked from declaring class, or from an override

FormatString
Invalid printf-style format string

FormatStringAnnotation
Invalid format string passed to formatting method.

FunctionallinterfaceMethodChanged

Casting a lambda to this @Functionallnterface can cause a behavior change from casting to a functional superinterface, whi surprising to user;

FuturesGetCheckedlllegalExceptionType
Futures.getChecked requires a checked exception type with a standard constructor.

Calling getClass() on an annotation may return a proxy class

GetClassOnClass

Calling getClass() on an object of type Class returns the Class object for java.lang.Class; you probably meant to operate on the object directly
GuardedBy

Checks for unguarded accesses to fields and methods with @ GuardedBy annotations

GuiceAssistedInjectScoping

Scope annotation on implementation class of AssistedInject factory is not allowed

GuiceAssistedParameters

A constructor cannot have two @Assisted parameters of the same type unless they are disambiguated with named @Assisted annotations.
GuicelnjectOnFinalField

Although Guice allows injecting final fields, doing so is disallowed because the injected value may not be visible to other threads.

HashtableContains
contains() is a legacy method that is equivalent to containsValue()

IdentityBinaryExpression
A binary expression where both operands are the same is usually incorrect.

Immutable
Type declaration annotated with @ mmutable is not immutable

ImmutableModification
Modifying an immutable collection is guaranteed to throw an exception and leave the collection unmodified

IncompatibleArgumentType
Passing argument to a generic method with an incompatible type.

IndexOfChar
The first argument to indexOf is a Unicode code point, and the second is the index to start the search from

InexactVarargsConditional
Conditional expression in varargs call contains array and non-array arguments

InfiniteRecursion
This method always recurses, and will cause a StackOverflowError

InjectMoreThanOneScopeAnnotationOnClass
A class can be annotated with at most one scope annotation.

orator methods to this surprising behavior. a&
GetClassOnAnnotation

InvalidPatternSyntax
Invalid syntax used for a regular expression

InvalidTimeZonelD

Invalid time zone identifier. TimeZone.getTimeZone(String) will silently return GMT instead of the time zone you intended.
IsInstanceOfClass

The argument to Class#isInstance(Object) should not be a Class

IsLoggableTagLength
Log tag too long, cannot exceed 23 characters.

JUnit3TestNotRun

Test method will not be run; please correct method signature (Should be public, non-static, and method name should begin with "test").
JUnit4ClassAnnotationNonStatic

This method should be static

JUnit4SetUpNotRun
setUp() method will not be run; please add JUnit's @Before annotation

JUnit4TearDownNotRun
tearDown() method will not be run; please add JUnit's @After annotation

JUnit4TestNotRun

This looks like a test method but is not run; please add @Test and @Ignore, or, if this is a helper method, reduce its visibility.
JUnitAssertSameCheck

An object is tested for reference equality to itself using JUnit library.

JavaxInjectOnAbstractMethod

Abstract and default methods are not injectable with javax.inject.Inject

LiteByteStringUtf8

This pattern will silently corrupt certain byte sequences from the serialized protocol message. Use ByteString or byte[] directly

LoopConditionChecker
Loop condition is never modified in loop body.

MislabeledAndroidString
Certain resources in android.R. string have names that do not match their content

MissingSuperCall

Overriding method is missing a call to overridden super method

MisusedWeekYear

Use of "YYYY" (week year) in a date pattern without "ww" (week in year). You probably meant to use "yyyy" (il
MockitoCast

A bug in Mockito will cause this test to fail at runtime with a ClassCastException

MockitoUsage

Missing method call for verify(mock) here

ModifyingCollectionWithltself
Using a collection function with itself as the argument.

MoreThanOnelnjectableConstructor
This class has more than one @Inject-al

MustBeClosedChecker

all but one of them.

OverridesJavaxInjectableMethod

This method is not annotated with @Inject, but i . The method will not be Injected.

Packagelnfo
Declaring types inside package-info.ja

PreconditionsCheckNoiddull

dicate will always return false

omparison

€ tag number of a protocol buffer enum, use getNumber() instead.

ProvidesMethodOutsideOfModule
@Provides methods need to be declared in a Module to have any effect.

RandomCast
Casting a random number in the range [0.0, 1.0) to an integer or long always results in 0.

RandomModinteger
Use Random.nextInt(int). Random.nextint() % n can have negative results

RectintersectReturnValuelgnored

Return value of android.graphics.Rect.intersect() must be checked
RestrictedApiChecker

Check for non-whitelisted callers to RestrictedApiChecker.
ReturnValuelgnored

Return value of this method must be used

SelfAssignment
Variable assigned to itself

SelfComparison
An object is compared to itself

SelfEquals

Testing an object for equality with itself will always be true.

ShouldHaveEvenArgs

This method must be called with an even number of arguments.
SizeGreaterThanOrEqualsZero

Comparison of a size >= 0 is always true, did you intend to check for non-emptiness?

StreamToString
Calling toString on a Stream does not provide useful information

StringBuilderInitWithChar
StringBuilder does not have a char constructor; this invokes the int constructor.

SuppressWarningsDeprecated

Suppressing "deprecated" is probably a typo for "deprecation”
ThrowlfUncheckedKnownChecked
throwlfUnchecked(knownCheckedException) is a no-op.

ThrowNull

Throwing 'null' always results in a NullPointerException being thrown.

TruthSelfEquals
isEqualTo should not be used to test an object for equality with itself; the assertion will never fail.

TryFailThrowable
Catching Throwable/Error masks failures from fail() or assert*() in the try block

TypeParameterQualifier

Type parameter used as type qualifier
UnnecessaryTypeArgument

Non-generic methods should not be invoked with type arguments
UnusedAnonymousClass

Instance created but never used

UnusedCollectionModifiedinPlace
Collection is modified in place, but the result is not used

ate protocol buffer field is forbidden. This protocol buffer carries a security contract, and can only be created using an approved library. Direct access to the fields is forbidden.
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http://errorprone.info/bugpattern/GetClassOnClass
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http://errorprone.info/bugpattern/GuiceAssistedInjectScoping
http://errorprone.info/bugpattern/GuiceAssistedParameters
http://errorprone.info/bugpattern/GuiceInjectOnFinalField
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http://errorprone.info/bugpattern/SuppressWarningsDeprecated
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http://errorprone.info/bugpattern/UnusedCollectionModifiedInPlace

[Tpnmep 3
Bce )XUBOTHbI@ PABHb



Object[] a = new Object[]{1, 2, 3};
Object[] b = new Object[]{1, 2, 3};

if (a.equals(b)) {
System.out.println("arrays are equal!");

}

/3



Object[] a = new Object[]{1, 2, 3};
Object[] b = new Object[]{1, 2, 3};

if (a.equals(b)) {
System.out.println("arrays are equal!");

}

Error:(14, 27) java: [ArrayEquals] Reference equality used
to compare arrays
(see http://errorprone.info/bugpattern/ArrayEquals)
Did you mean 'if (Arrays.equals(a, b)) {'?
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Object[] a = new Object[]{1, 2, 3};
Object[] b = new Object[]{1, 2, 3};

if (a.equals(b)) {
System.out.println("arrays are equal!");

}

Error:(14, 27) java: [ArrayEquals] Reference equality used
to compare arrays
(see http://errorprone.info/bugpattern/ArrayEquals)
Did you mean 'if (Arrays.equals(a, b)) {'?
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[lpumep 4
No toString() attacheo



int[] d = {11 2, 3};
System.out.println("array a

+ a);

a4



int[] a = {1, 2, 3};
System.out.println("array a = " + a);

Error:(23, 43) java: [ArrayToString] Calling toString
on an array does not provide useful 1nformation
(see http://errorprone.info/bugpattern/

ArrayToString)
Did you mean 'System.out.println("array a = " +

Arrays.toString(a));’?

/8



int[] a = {1, 2, 3};
System.out.println("array a = " + a);

Error:(23, 43) java: [ArrayToString] Calling toString
on an array does not provide useful 1nformation
(see http://errorprone.info/bugpattern/

ArrayToString)
Did you mean 'System.out.println("array a = " +

Arrays.toString(a));'?
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[Tpnmep 5
dopmMmaTupoBan, PopmMaTmpoBa,
Aa He oTPapMOTMPOBAN



PrintStream out = System.out;
out.println(String.format("Hello, %s%s", "World!"));
out.println(String.format("Hello, $s", “World!"));
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PrintStream out = System.out;
out.println(String.format("Hello, %s%s", "World!"));
out.println(String.format("Hello, $s", “World!"));

Error:(14, 39) java: [FormatString] missing argument
for format specifier '%s'

(see http://errorprone.info/bugpattern/
FormatString)
Error:(15, 39) java: [FormatString] extra format
arguments: used 0, provided 1

(see http://errorprone.info/bugpattern/
FormatString)
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PrintStream out = System.out;
out.println(String.format("Hello, %s%s", "World!"));
out.println(String.format("Hello, $s", “World!"));

Error:(14, 39) java: [FormatString] missing argument
for format specifier '%s'

(see http://errorprone.info/bugpattern/
FormatString)
Error:(15, 39) java: [FormatString] extra format
arguments: used 0, provided 1

(see http://errorprone.info/bugpattern/
FormatString)

83



YpoBeHb Z
AHHOTUPOBAJ, MOYUHWUI U 3a0bIN



YpoOBeHb 2

. [pupeTtca HeMHOro nopaboTaTh

- Pe3ynbTaTbl TOrO CTOAT
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[ lpumep 6



public class SelfSynchronized {

private final List<Integer> 1lst = new ArraylList<();

public synchronized void add(final int x) {

lst.add(x);
}

public int size() {
return lst.size();

}
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public class SelfSynchronized {

aGuardedBy(“this")
private final List<Integer> 1lst = new ArraylList<();

public synchronized void add(final int x) {

lst.add(x);
}

public int size() {
return lst.size();

}

Error:(19, 16) java: [GuardedBy] This access should be guarded
by 'this', which 1s not currently held
(see http://errorprone.info/bugpattern/GuardedBy)
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public class SelfSynchronized {

aGuardedBy(“this")
private final List<Integer> 1lst = new ArraylList<();

public synchronized void add(final int x) {

lst.add(x);
}

public synchronized int size() {
return lst.size();

}
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[ lpnumep 7/
[loXXanyucra, 3aKpbiBanTe ABepu




private static class Resource implements AutoCloseable {

public Resource() {}

a0verride
public void close() throws Exception {}

}

public void doWorkWithResource() {

final Resource r = new Resource();
r.doWork():;
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private static class Resource implements AutoCloseable {
aMustBeClosed

public Resource() {}

a0verride
public void close() throws Exception {}

}

public void doWorkWithResource() {

final Resource r = new Resource();

r.doWork():;
}
Error:(39, 28) java: [MustBeClosedChecker] The result of this
method must be closed.

(see http://errorprone.info/bugpattern/MustBeClosedChecker)
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YpoBeHb 3

WARNING => ERROR



[ lpenmyLiecTBa ErrorProne

Ero Henb34 NPOUrHOPUPOBATH
- OueHb HU3KNU YpOBEHb false positive
MOXXHO NocTeneHHO “3aKpyymBaTbh” Franku

BecnnaTHbIM KaK “6becnnaTtHoe NnuBoO”
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3aKnryeHume



UTOo C>2TM aenatb?

1. ObcyanTb A0KAAA C pa3paboTynKamm

2. Ncnonb3oBaTb EqualsVeritier onga nposepkun Bawnx equals)
n hashCodel()

3. Bknwuutb ErrorProne aAnga noncka raakmx owmnbok

4. AHHOTMPOBATDL Ball KOA ANA YCUNeHUa npoBepokK ErrorProne
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KOHTAKTHI

https://www.linkedin.com/in/asatarin
https://twitter.com/asatarin

asatarin@yandex.ru
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https://www.linkedin.com/in/asatarin
https://twitter.com/asatarin
mailto:asatarin@yandex.ru

CCbINKW®

- http://jano.nl/equalsveritier/

- "Not all equals methods are created equal” by Jan Ouwens
https://youtu.be/pNJ_O10XaoM

- https://www.artima.com/lejava/articles/equality.html

- http://www.drdobbs.com/jvm/java-ga-how-do-i-correctly-implement-th/
184405053

98


http://jqno.nl/equalsverifier/
https://youtu.be/pNJ_O10XaoM
https://www.artima.com/lejava/articles/equality.html
http://www.drdobbs.com/jvm/java-qa-how-do-i-correctly-implement-th/184405053
http://www.drdobbs.com/jvm/java-qa-how-do-i-correctly-implement-th/184405053

CCbINKW®

- http://errorprone.info/

- https://github.com/google/auto/blob/master/value/userguide/index.md
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